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DETAILED ACTION 

1 . This Office action is responsive to Applicant's Amendment filed 1 0/30/2007. 
Claims 1, 9, 10, 17, 26, 27, 59, 61, 64, 65, 67, and 68 are amended. 
Claims 34-58, 63, 66, and 69 are withdrawn. 

Claims 1-33, 59-62, 64-65, 67 and 68 have been examined and rejected. 

Response to Arguments 

2. Applicant's arguments filed 1 0/30/2007 have been fully considered but they are 
not persuasive. 

Applicant argues that "Arai fails to teach or suggest 'an operation control part 
controlling an execution of a predetermined operation to be performed on the 
document according to the operation requirement selected by said operation 
requirement selection part,' as recited in Applicants' amended independent Claims 1 
and 1 7" (Page 25 of Remarks). 

Examiner respectfully disagrees with applicants. Arai expressly discloses, "The 
file access is transmitted via communication route 501 to file I/O hook routine 400 as I/O 
packet 600 (shown in FIG. 6), at step 703. Steps 703 to 712 represent the processing 
sequence for file I/O hook routine 400. At step 704, the subject name and user name of 
the file access request source are obtained from the process ID included in the I/O 
packet 600. At steps 705 to 708, the access type 602 is checked and the 
processing routine corresponding to the access type (file open, file close, file 
read or write, or file delete or rename) is executed. If the access type is not any of 
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these types or the corresponding processing routine has been executed, 
communication route 504 is used to return to step 713, processing by I/O manager 105" 
(paragraphs 0054-0055). As explained above, the file reading or writing is a 
predetermined operation to be performed on a document. Furthermore, Arai discloses 
an example of open file table 100 is shown in FIG. 1 1 which is searched for the same 
combination of object name 601 and process ID 603 that is in the received I/O packet, 
and for the subject name 61 1 and user name 612 obtained from the process ID 603. 
The access type is checked against the authorized access types. If the same 
combination of object name 601, process ID 603, subject name 611, user name 612, 
and access type 602 is found in table 1000, the processing sequence for this routine 
ends. This means that if the access is found as registered in open file table, it is treated 
as an authorized access and no processing is performed by the access control program 
(paragraph 0066). 

Applicant further argues claim 2 "The combination of Wolff and Arai do not 
disclose or suggest the claimed 'wherein said operation requirement is a requirement 
regarding security for said document' (Page 26 of Remarks). 

Examiner respectfully disagrees. Arai explicitly discloses "An access control 
system and its method that can prevent access to read or write into a file, no matter 
what user right the access request source uses to attempt an unauthorized access. This 
invention uses a policy that access to a specific file is authorized only when it is made 
by a specific user using a specific program. In addition, the policy is registered in a 
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policy file 200 and the access information hooked by a file I/O hook program 106 is 
transmitted through an inter-OS communication processor 108 to an access control 
program 110 for a security OS 104 in order to perform access control according to said 
policy" (Arai, Abstract). 

Applicant further argues claim 14 "The combination of Wolff and Arai do not 
disclose or suggest the claimed 'wherein said operation requirement requires 
embedding a displayable label upon executing said predetermined operation with 
respect to said document, said displayable label contains at least authentication data of 
said user requesting said predetermined operation, a timestamp upon requesting said 
predetermined operation' (Page 27 of Remarks). 

Examiner respectfully disagrees. Wolff discloses wherein said operation 
requirement requires embedding a displayable label upon executing said predetermined 
operation with respect to said document (col. 6, lines 46-47), but Wolff does not disclose 
said displayable label contains at least authentication data of said user requesting said 
predetermined operation, and a timestamp upon requesting said predetermined 
operation. However, Arai expressly discloses said document contains at least 
authentication data of said user requesting said predetermined operation, a timestamp 
upon requesting said predetermined operation (Figure 3, paragraph 0046). Therefore, it 
would have been obvious to one of ordinary skill in the art at the time the invention was 
made to have incorporated Arai's invention with Wolff to include authentication data of 
said user requesting said predetermined operation, a timestamp upon requesting said 
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predetermined operation. One of ordinary skill in the art would have been motivated to 
do so because it would prevent illegal or unauthorized accesses (Arai, paragraph 0007). 
For at least the above reasons, it is believed that the rejection is maintained. 

Claim Rejections - 35 USC § 103 

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

3. Claims 1-33, 59-62, 64, 65, 67 and 68 are rejected under 35 U.S.C. 103(a) as 

being unpatentable over Wolff (U.S. Patent 5,848,413) hereinafter Wolff in view of Arai 

et al. (U.S. Patent Application Publication 2001/0025311 A1) hereinafter Arai. 

Regarding Claims 1, 59, 64 and 67, Wolff discloses an image forming device 
comprising: 

an identification information reading part reading identification information of a 
document (col. 6, lines 30-35); 

an operation requirement selection part selecting at least one operation 
requirement specified according to said identification information (col. 5, lines 25-30); 
and 
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Wolff does not disclose "an operation control part controlling an execution of a 
predetermined operation according to the operation requirement selected by said 
operation requirement selection part." 

However, Arai discloses an operation control part controlling an execution of a 
predetermined operation according to the operation requirement selected by said 
operation requirement selection part (Figures 7 and 11, paragraph 0054 and 0055). 

Therefore, it would have been obvious to one of ordinary skill in the art at the 
time the invention was made to have incorporated Arai's invention with Wolff to include 
an operation control part controlling an execution of a predetermined operation 
according to the operation requirement selected by said operation requirement selection 
part. One of ordinary skill in the art would have been motivated to do so because it 
would prevent illegal or unauthorized accesses (Arai, paragraph 0007). 

Regarding Claims 17, 61, 65 and 68, Wolff discloses an image forming device 
comprising: 

a document profile acquisition part transmitting identification information read 
from a document to an external server providing a document profile, and thereby 
receiving said document profile from said external server (Figure 2, element 202); 

an operation requirement selection part selecting at least one operation 
requirement according to said document profile (col. 5, lines 25-30); and 
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Wolff does not disclose "an operation control part controlling an execution of a 
predetermined operation according to the operation requirement selected by said 
operation requirement selection part." 

However, Arai discloses an operation control part controlling an execution of a 
predetermined operation according to the operation requirement selected by said 
operation requirement selection part (Figures 7 and 11, paragraph 0054 and 0055). 

Therefore, it would have been obvious to one of ordinary skill in the art at the 
time the invention was made to have incorporated Arai's invention with Wolff to include 
an operation control part controlling an execution of a predetermined operation 
according to the operation requirement selected by said operation requirement selection 
part. One of ordinary skill in the art would have been motivated to do so because it 
would prevent illegal or unauthorized accesses (Arai, paragraph 0007). 

Regarding Claims 2 and 18, Wolff and Arai disclose the limitations of claim 1 
above. Wolff and Arai further disclose wherein said operation requirement is a 
requirement regarding security for said document (Wolff, col. 6, lines 50-58 and Arai, 
Abstract). 

Regarding Claims 3 and 19, Wolff and Arai disclose the limitations of claim 1 
above. Wolff and Arai further disclose wherein said predetermined operation is forming 
an image by electronic data (Wolff, col. 6, lines 23-65). 
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Regarding Claims 4 and 20, Wolff and Arai disclose the limitations of claim 1 
above. Wolff and Arai further disclose wherein said predetermined operation is printing 
said document on a paper (Wolff, Figure 2, col. 4, lines 18-26). 

Regarding Claims 5 and 21, Wolff and Arai disclose the limitations of claim 1 
above. Wolff and Arai further disclose wherein said identification information reading 
part includes: an identification information recognition part recognizing data acquired by 
performing a predetermined reading operation with respect to said document, as said 
identification information; a document profile management part relating and managing 
said identification information and a document profile; and a document profile 
acquisition part acquiring said document profile related to said identification information 
recognized by said identification information recognition part by referring to said 
document profile management part (Wolff, Figures 2 and 4, col. 4, lines 18-26 and col. 
5, lines 50-60). 

Regarding Claims 6 and 22, Wolff and Arai disclose the limitations of claim 5 
above. Wolff and Arai further disclose wherein said predetermined reading operation 
reads either a bar code, a two-dimensional code or a magnetic code printed on said 
document, or an RFID provided on said document so as to recognize the read data as 
said identification information when said document is a paper (Wolff, col. 6, lines 4-10 
and 45-50). 
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Regarding Claims 7 and 23, Wolff and Arai disclose the limitations of claim 
5above. Wolff and Arai further disclose wherein said predetermined reading operation 
recognizes either a bar code, a two-dimensional code, numerical information, text 
information or a dot pattern from electronic image data generated by reading said 
document, as said identification information (Wolff, col. 6, lines 4-10 and 45-50). 

Regarding Claims 8 and 25, Wolff and Arai disclose the limitations of claim 1 
above. Wolff and Arai further disclose a user profile acquisition part acquiring a user 
profile regarding a user requesting said predetermined operation (Wolff, Figure 11). 

Regarding Claims 9 and 26, Wolff and Arai disclose the limitations of claim 8 
above. Wolff and Arai further disclose wherein said user profile acquisition part 
includes: a user identification information acquisition part acquiring user identification 
information identifying said user from another user; a user profile management part 
relating and managing said user identification information and said user profile; a user 
authentication part authenticating said user according to said user identification 
information; and a user profile reading part acquiring said user profile related to said 
user identification information acquired by said user identification information acquisition 
part by referring to said user profile management part according to a result of the 
authentication by said user authentication part (Arai, Figures 7 and 1 1 , paragraph 0053- 
0055). 
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Regarding Claims 10 and 27, Wolff and Arai disclose the limitations of claim 8 
above. Wolff and Arai further disclose wherein said user profile acquisition part 
includes: a user identification information acquisition part acquiring user identification 
information identifying said user from another user; and a user profile request part 
requesting said user profile from an external server authenticating said user and 
providing said user profile (Arai, Figure 11, paragraph 0063). 

Regarding Claims 1 1 , 28 and 60, Wolff and Arai disclose the limitations of claim 
1 above. Wolff and Arai further disclose an operation requirement judgment part 
judging whether or not said operation requirement is feasible; and an operation 
prohibition part prohibiting said predetermined operation when a result of the judgment 
by said operation requirement judgment part indicates that said operation requirement is 
not feasible (Arai, paragraph 0067). 

Regarding Claims 12 and 29, Wolff and Arai disclose the limitations of claim 1 
above. Wolff and Arai further disclose wherein said operation requirement requires 
embedding an electronic watermark upon executing said predetermined operation with 
respect to said document (Wolff, col. 6, lines 40-56). 

Regarding Claims 13 and 30, Wolff and Arai disclose the limitations of claim 1 
above. Wolff and Arai further disclose wherein said operation requirement requires 
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embedding a displayable label upon executing said predetermined operation with 
respect to said document (Wolff, col. 6, lines 40-56). 

Regarding Claims 14 and 31 , Wolff and Arai disclose the limitations of claim 9 
above. Wolff and Arai further disclose wherein said operation requirement requires 
embedding a displayable label upon executing said predetermined operation with 
respect to said document, and said displayable label contains at least authentication 
data of said user requesting said predetermined operation, and a timestamp upon 
requesting said predetermined operation (Wolff, col. 6, lines 46-47 and Arai, Figure 3, 
paragraph 0046). 

Regarding Claims 15 and 32, Wolff and Arai disclose the limitations of claim 9 
above. Wolff and Arai further disclose wherein said operation requirement requires 
recording at least authentication data of said user requesting said predetermined 
operation, document data of said document generated by said predetermined operation, 
and a timestamp upon requesting said predetermined operation (Arai, Figure 3, 
paragraph 0046). 

Regarding Claims 16 and 33, Wolff and Arai disclose the limitations of claim 1 
above. Wolff and Arai further disclose a delivery part delivering document data via a 
network, the document data being generated by executing said predetermined 
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operation with satisfying said operation requirement enabling a network delivery of said 
document (Wolff, Figure 2, step 204). 

Regarding Claims 24 and 62, Wolff and Arai disclose the limitations of claim 23 
above. Wolff and Arai further disclose wherein said document profile acquisition part 
includes a portion acquisition part acquiring a predetermined portion representing a 
portion or all of said electronic image data, wherein said communication part transmits 
said predetermined portion of said electronic image data to said external server, and 
receives said document profile from said external server (Wolff, Figures 1 and 4, step 
404). 

Conclusion 

4. THIS ACTION IS MADE FINAL. Applicant is reminded of the extension of time 
policy as set forth in 37 CFR 1 .136(a). 

A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within 
TWO MONTHS of the mailing date of this final action and the advisory action is not 
mailed until after the end of the THREE-MONTH shortened statutory period, then the 
shortened statutory period will expire on the date the advisory action is mailed, and any 
extension fee pursuant to 37 CFR 1.136(a) will be calculated from the mailing date of 
the advisory action. In no event, however, will the statutory period for reply expire later 
than SIX MONTHS from the mailing date of this final action. 
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Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Baotran N. To whose telephone number is 571-272- 
8156. The examiner can normally be reached on Monday-Friday from 8:00 to 4:30. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Kim Y. Vu can be reached on 571-272-3859. The fax phone number for the 
organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 
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